Dell Wyse Management Suite
Version 1.1 Quick Start Guide




Notes, cautions, and warnings

®| NOTE: A NOTE indicates important information that helps you make better use of your product.

A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid
the problem.

A| WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

© 2018 Dell Inc. or its subsidiaries. All rights reserved. Dell, EMC, and other trademarks are trademarks of Dell Inc. or its subsidiaries.
Other trademarks may be trademarks of their respective owners.



Contents

Chapter 1: INtrodUCION.....c.cuieiii e s s s e e e e s rmra e rm e ran 5
Chapter 2: Getting started with Wyse Management Suite........ccvrrmimiimiiiincieirer e 6
Logging in to Wyse Management Suite on PUBLIC ClOUG........ccciiiiiieiiiceieeseesese e 6
Prerequisites to deploy Wyse Management Suite on private CloU.......cooiiiiiiiiinncee e 7
Chapter 3: Installing Wyse Management Suite on private cloud..........c.ooiimiiimiiiiicicr e 8
Logging in 10 WyYSE MaNagEmMENT SUITE.......cuiiriiieiiicic ettt 17
Functional areas of ManagEeMENT CONSOIE.......iiiiiiiiiiee ettt ettt e bt a et st esesbere e 17
Configuring and mManaging thin CHENTS ..ottt enerene s 17
Creating policy group and updating CoONfIQUIATION ... s 18
RegiStErNG NEW Thin ClIENT.....ciiiiicieie ettt et b ete st e s e st e e eae s ete st ere b ene e 19
Registering ThinOS deViCe ManUAIIY ...ttt eee e 19
Registering devices by using DHCP OpTiON TAJS.....ciiririiiiriicieiieeeeee s 21
Registering devices by USINg DNS SRY TECOM....c.iiiiiiiiceiceses et saens 22
Chapter 4: Deploying applications to thin clients.......c.ccciiiiiiiiiirorcrcicisi s s e 24
Uploading and deploying ThinOS firmware image iNVENTOMY ... 24
Creating and deploying standard application policy tO thin ClIENTS.......cccviiiiiiiice e 24
Chapter 5: Uninstalling Wyse Management Suite........ccccveiimiiiirieiieri s r s s 27
Chapter 6: Troubleshooting Wyse Management Suite.......cccveieimiiiiiiciiieri s e e 28
Appendix A: Introduction to remote database........cccirrmiimiiiiiir i 30
Configure MONQGO BTADASE. .......ccci ittt sttt et e bt ese b e se b e s e et e e ete st ese b ene s enees 30
CoNFIGUrE Maria AATADASE. .. ...c ittt ettt s et et bt e bt et ee et e et enebe s et anenenens 31
Appendix B: Custom installation........ccciiiiciiiii s s s s s s s s s s r e s nanas 33
Appendix C: Wyse Management Suite feature matrixX.......c.couieimimiiiiiciiiciier e e 37
Appendix D: Supported thin clients on Wyse management Suite........cc.ccciuimiiiiiiciiiciiicncecreceaes 39
Appendix E: Creating and configuring DHCP option tags.....c.cccciiimiiiiiiiiiiiicrrer e e q1
Appendix F: Creating and configuring DNS SRV records......cccccciuiimimiiimiiimirieirr s ssms s e 47
Appendix G: Creating and deploying advanced application policy to thin clients..........cc.ccuuaueeeet 54
Appendix H: Registering Windows Embedded Standard device manually..........cccoveiminimiiiiiinnnnnens 56
Appendix I: Registering Linux device manually....c.cccoommiiiiiiiiiiiiiiiiir s s s s s e 57

Contents 3



Appendix J: Terms and definitions

Contents



Introduction

Wyse Management Suite is the next generation management solution that lets you centrally configure, monitor, manage, and
optimize your Dell Wyse thin clients. The new Suite makes it easier to deploy and manage thin clients with high functionality
and performance, and ease of use. It also offers advanced feature options such as cloud versus on-premises deployment,
manage-from-anywhere using a mobile application, enhanced security such as BIOS configuration and port lockdown. Other
features include device discovery and registration, asset and inventory management, configuration management, operating
system and applications deployment, real-time commands, monitoring, alerts, reporting, and troubleshooting of endpoints.

@ NOTE: Dell Cloud Client Manager (CCM) is re-envisioned as Wyse Management Suite and provides new features,
functionalities with major product level enhancements to CCM R14. For more information, see Wyse Management Suite
Release Notes at www.dell.com/support/manuals. Existing customers can continue to manage their thin clients as before,
and take advantage of the new features introduced in this release.

Editions

Wyse Management Suite is available in the following editions:

e Standard (Free)—The standard edition of the Wyse Management Suite is only available for an on-premise deployment. You
do not require a license key to use the standard edition. The standard edition is suitable for small and medium businesses.

e Pro (Paid)—The pro edition of the Wyse Management Suite is available for both private and public cloud deployment.
The pro edition uses subscription-based licensing and requires a license key. With the Pro solution, organizations are able
to adopt a hybrid model and float your licenses between on-premises and cloud. The pro on-premise edition is suitable for
small, medium, and large businesses. For a cloud deployment, the pro edition can manage your devices on non-corporate
networks (home office, third party, partners, mobile thin clients, and so on). The pro edition of the Wyse Management Suite
also provides:

o A mobile application to view critical alerts, notifications, and send commands in real time
o Enhanced security through two-factor authentication and active directory authentication for role-based administration
o Advanced app policy and reporting

@ NOTE:

o Cloud services are hosted in the US and Germany. Customers in countries with data residency restrictions may not
be able to take advantage of the Wyse management Suite pro cloud based service.

o The on-premise version of the Wyse management pro edition is a better solution for customers with data residency
restrictions.

For more information on the features supported in standard and pro editions, see the Feature matrix.
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Getting started with Wyse Management
Suite

This section provides information about the general features to help you get started as an administrator and manage thin clients
from the Wyse Management Suite software.

Topics:

* Logging in to Wyse Management Suite on public cloud
. Prerequisites to deploy Wyse Management Suite on private cloud

Logging in to Wyse Management Suite on public cloud

To log in to the Wyse Management Suite console, you must have a supported web browser installed on your system. For a list of
supported web browsers, see Supported web browsers. To log in to the Wyse Management Suite console, do the following:
1. Access the public cloud (SaaS) edition of the Wyse Management Suite by using one of the following links:
e US datacenter—usl.wysemanagementsuite.com/ccm-web
e EU datacenter—cul.wysemanagementsuite.com/ccm-web
@ NOTE: When you log in to the Wyse Management Suite console for the first time, or if a new user is added, or if a user
license is renewed, the Terms and Condition page is displayed. Read the terms and conditions, select the respective
check boxes, and click Accept.
2. Enter your user name and password.
3. Click Sign In.

@ NOTE:

e You receive your login credentials when you sign up for the Wyse Management Suite trial on
www.wysemanagementsuite.com or when you purchase your subscription. You can purchase the Wyse Management
Suite subscription from the Dell Sales team or from your local Dell partner. For more details, see
www.wysemanagementsuite.com.

e Dell recommends to change your password after logging in for the first time.

e The default user names and passwords for additional administrators are created by the Wyse Management Suite
account owner.

e An externally accessible repository must be installed on a server with a DMZ while using the pro edition of Wyse
Management Suite on the public cloud. Also, the fully qualified domain name (FQDN) of the server must be registered in
the public DNS.

Changing your password

To change the login password, click the account link in the upper-right corner of the management console, and then click
Change Password.

Logging out

To log out from the management console, click the account link at the upper-right corner of the management console, and then
click Sign out.
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Prerequisites to deploy Wyse Management Suite on

private cloud

Table 1. Prerequisites

Wyse Management Suite server

For 10,000 or less devices

For 50,000 or less devices

Wyse Management Suite
software repository

Operating system

Windows Server 2012 R2 or Windows Server 2016

Supported language pack—English, French, Italian, German,

Windows Server 2012 R2 or
Windows Server 2016

and Spanish
Minimum disk space 40 GB 120 GB 120 GB
Minimum memory (RAM) 8 GB 16 GB 16 GB
Minimum CPU 4 4 4
requirements

Network communication
ports

The Wyse Management Suite installer adds Transmission
Control Protocol (TCP) ports 443, 8080, and 1883 to the
firewall exception list. The ports are added to access the
Wyse Management Suite console and to send the push
notifications to the thin clients.

The Wyse Management Suite
repository installer adds TCP
ports 443 and 8080 to the
firewall exception list. The
ports are added to access

° TCP 443—HTTPS communication the operating system images
o TCP 8080—HTTP communication (optional) and application images that are
° TCP 1883—MQTT communication managed by Wylse Management
° TCP 3306—MariaDB (optional if remote) suite.
. TCP 27017—MongoDB (optional if remote)
° TCP 11211—Memcache

Supported browsers ° Microsoft Internet Explorer version 11
° Google Chrome 58.0 and later versions
° Mozilla Firefox 52.0 and later versions
. Microsoft Edge browser on Windows—English only

@ NOTE:
[ ]

WMS . exe and WMS_Repo.exe must be installed on two different servers.

e The software can be installed on a physical or a virtual machine.

e |t is not necessary that the software repository and the Wyse Management Suite server have the same operating

system.
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Installing Wyse Management Suite on private
cloud

Prerequisites

A simple installation of Wyse Management Suite consists of the following:

e Wyse Management Suite server (includes repository for application and operating system images)

e Optional—Additional Wyse Management Suite repository servers (repositories for additional images, applications, and AD

authentication)

e Optional—HTTPS certificate from a Certificate Authority such as www.geotrust.com/.

To set up the Wyse Management Suite on a private cloud, the following requirements must be met:

e Obtain and configure all the required hardware and software. You can download the Wyse Management Suite software from

downloads.dell.com/wyse/wms.

e Install a supported server operating system on one or more server machines.

Ensure that the systems are up-to-date with current Microsoft service packs, patches, and updates.

Ensure that the latest version of the supported browser is installed.

e (Obtain administrator rights and credentials on all systems involved with the installations.

About this task

For the Pro features, obtain a valid Wyse Management Suite license. Standard edition does not require a license.

To install the Wyse Management Suite on a private cloud, do the following:

Steps

1. Double-click the installer package.

2. On the Welcome screen, read the license agreement and click Next.

Dell Wyse Management Suite 1.1

@ Wyse Management Suite Installer - X

Welcome
Setup Type
Configuration
Destination
Summary

Install

Welcome to Dell Wyse Management Suite

This wizard guides you through the
Management Suite 1.1 on your system. You will be able to chy
licensing options |ater.

mplete installation of Dell

By installing or using this product, you agree to the following:
Dell End User License Agreement

Important Notice
Please see the Dell Wyse Management Suite Quick Start Guide to make sure that
your thin client devices have the correct version of the Wyse Device Agent to

communicate with the WMS Cloud.

Figure 1. Welcome screen
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3. Select the Setup Type you want to install, and click Next. The available options are:
e Typical—Requires minimum user interaction and installs embedded databases.
e Custom—Requires maximum user interactions and is recommended for advanced users. For more information, see
Custom installation.
@ NOTE: A notification window is displayed, when the Internet Explorer Enhanced Security Configuration feature is
enabled. To disable this feature, select the Turn off IE Enhanced Security Configuration check box on the Setup
Type page.

Dell Wyse Management Suite - InstallShield Wizard i

4 Wehave detected that [E Enhanced Security Configuration is currently
,Lh turned on, the Wyse Management Suite dashboard requires this feature
to be turned off.Check 'Turn off IE Enhanced Security Configuration'
box to turn it off.

Figure 2. IE Enhanced Security Configuration
Dell Wyse Management Suite 1.1
@ Wyse Management Suite Installer - X
v Welcome Setup Type
Setup Type
* Typical
Configuration Requires minimum user interaction.
Installs embedded databases.
Destination
 Custom
Surﬂmary REqUIfES maximum user interactions
Recommended for advanced users
Install

™ Turn off [E Enhanced Security Configuration

@ Installation Guide | Back m

Figure 3. Setup Type screen

4. Select Typical as the Setup Type. Enter the new Database Credentials for the embedded databases. Also, enter the new
Administrator Credentials and click Next.

NOTE: The administrator credentials are required to log in to the Wyse Management Suite web console after the
installation.

Installing Wyse Management Suite on private cloud 9



Wyse Management Suite [nstaller

0 e Credentials
v/ Setup Type Database Credentials
. Password Confirm Password
Configuration | | | |
Destination Password provided will be used for MariaDB, MongoDB and WMS database
account,
Sumimaly Administrator Credentials
First Name Last Name Email address
Install | | | | |
Password Confirm Password
Email address provided will be used as your username.
You must remember these credentials to log into WMS web console,
O nstallation Guide ‘ Back |

Figure 4. Credentials

B. Select a path to install the software, and the path to install the local tenant file repository, and then click Next.
The default path of the destination folder to install the software is C: \Program Files\DELL\WMS.

(E'm Wyse Management Suite [Installer

v Welcome Destination
v Setup Type Select a destination where you want to install Dell Wyse Management Suite
v Configuration
| CA\Program Files\DELL\WMS ‘ Browse
Destination Select a local repository to store Applications, OS Images and other resources.

Pleaze note that you can't change path of local repository once it has been

Summary selected

| k:\WMS\LucaIRepu ‘ Browse

Install

Figure 5. Destination

6. Click Next.
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Wyse Management Suite [nstaller

o e Pre-Installation Surmary

Setup Type Review your selections

. lnstallatinn directory : C\Program Files\DELL\WMS A
v Conﬁguratlon Local file repository:  C:\Usersy* . \Documents
v/ Destination Setup type: Typical
Mongo Database: Embedded
Summary MySQL Database: Embedded
Install Administrator:

First Name:
Last Name: S
Email address: -

To change an option, click Back. To begin installation, click Next.

@ Installation Guide ‘ Back |

Figure 6. Summary

The Pre-Installation Summary page is displayed.
7. Click Next to install the software.

The installer takes approximately 4-5 minutes to complete the installation. However, it may take longer if dependent
components such as VC-runtime are not installed on the system.

@ Wyse Management Suite Installer

e Installation Completed

v/ Setup Type

v Configuration
v/ Destination
The installation was successful.

v Summary

v Install

Figure 7. Installation complete status

8. Click Launch to open the Wyse Management Suite web console.
9. On the web console, click Get Started.
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/se Management Suite Setup

Welcome to Wyse Management Suite

Just a few steps and your WMS will be ready to use.

©

Select Enable Import
license type email alert certificate

Figure 8. Welcome page

10. Select your preferred license.
e If you select the license type as Standard, then click Next to proceed with the standard Wyse Management Suite
installation.
e If you select the license type as Pro, you must import a valid Wyse Management Suite license. To import the Wyse
Management Suite license, enter the requested information to import license if your server has internet connectivity.
Also, you can generate the license key by logging in to Wyse Management Suite public cloud portal and entering the key
into the license key field.

Select a license type

Enter license information @

Enter your credentials to import licensing information @ Input your WMS Pro license key

Usemame john_smith License Key @
password password

Data center

Number of TC seats @

Number of Edge Gateway & Embedded 4
PCseats @
Import

Number of Wyse Software Thin Client
seats|

Import

Figure 9. License type

To export a license key from the Wyse Management Suite cloud portal, do the following:
a. Login to the Wyse Management Suite cloud portal by using one of the following links:
e US datacenter—us1.wysemanagementsuite.com/ccm-web
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e EU datacenter—eul.wysemanagementsuite.com/ccm-web

b. Go to Portal Administration > Subscription.

Wiyse Management Suite

Dashboard Groups & Configs Devices

Apps & Data Riilas: Jabs Events Liaars Parial Administration
Portal Administration — Your Subscription
Cansole Settings License Subscription
Active Dhreclory (A0 License Type: nbermal
Thin Clignt [TypeiExp): Production / May 31, 2018
Alert Classiicaion
Extemal App Senices
Lleanse Usage
File Fepasilory
Regigtenad Thin Clisnt devices
Ditar S timges
10 0
Thin Chunta Edsnagratie n-Lina Jmadl i Pubt d Uned in Frivaie Cicod
WS ]
Twa-Factor
AuPenlication
Repors
Account
Server Information:
Cuatem Eranding
Warslon: WMS 1.1.0 386803
Export License For Private Cloud
Privabe Clowsd Public Cloud Manageable
Humiber of TC seats L7 10 10 10
Humber of Edge Gateway & Embeddead PC seats a@ 0 a
Humiber of Wyse Software Thin Client seats 7] L] ]

Figure 10. Portal administration
¢c. Enter the number of thin client seats.
d. Click Export.

@l NOTE: To export the license, select WMS 1.1 or WMS 1.0 from the drop-down list.

The summary page shows the details of the license after the license is successfully imported.

11. Enter your SMTP server information, and click Save.

@l NOTE: You can skip this screen and make changes later in the console.

Installing Wyse Management Suite on private cloud
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@ Enable English (US) v

email alert

Setup email alerts Back Skip Next

SMTP Server

Send from address
Username
Password

Test address @

Save

Figure 11. Email alert

@l NOTE: You must enter valid SMTP server information to receive email notifications from the Wyse Management Suite.

12. Import your SSL certificate to secure communications with the Wyse Management Suite server. Enter the public, private,
and apache certificate and click the Import button. Importing the certificate takes three minutes to configure and restart
tomcat services.

@ NOTE:

e By default, the Wyse Management Suite imports the self-signed SSL certificate that is generated during the
installation to secure communication between the client and the Wyse Management Suite server. If you do not
import a valid certificate for your Wyse Management Suite server, a security warning message is displayed when
you access the Wyse Management Suite from a machine other than the server where it is installed. This warning
message appears because the self-signed certificate generated during installation is not signed by a Certificate
Authority such as geotrust.com.

e You can either import a .pem or .pfx certificate.
e You can skip this screen and complete this setup or make changes later in the console by logging in to the Wyse
Management Suite private cloud and importing from the Portal Administration page.
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Import certificate @ You can complete this setup or make changes later in the console.

PKCS-12 (pfx or .p12)

(root and potentially intermediate certific the option
you would normally use when using IIS to request the domain
certificate,

Certificate

Intermediate certificate @

Private key

Password®@  eeeeeees

Import

Figure 12. Key or certificate value pair

PKCS-12 (pfx or p12)
Password for PKCS ~ seeeeees

Intermediate certificate @

Import

Figure 13. PKCS-12

13. Click Next.
14. Click Sign in to WMS.

Key/Certificate Pair

Use this option when the domain certificate, private key, and
certificate chain (root and potentially intermediate certificates)
are separate files. This is the option you would normally use
when using a Public CA to request the certificate, When using
this method make sure to choose Apache as the certificate type
when requesting the certificate. Also note that some Public CA's
don't include the intermediate certificate in the chain so you

have to download them from the Public CA's website separately.

Browse

Browse

Browse

Browse

Browse

The Dell Management Portal login page is displayed.

Installing Wyse Management Suite on private cloud
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Wyse anagement e seup

&

You have successfully set up your WMS!

Figure 14. Sign in page

Dell Management Portal

Password

English (US) - .

Fargot Fasswaord?

Sign in with your domain cedenlials

Figure 15. Dell Management Portal

®|NOTE: Licenses can be upgraded or extended at a later point from the Portal Administration page.

Topics:
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¢ Logging in to Wyse Management Suite

e Functional areas of management console

*  Configuring and managing thin clients

¢ Creating policy group and updating configuration
¢  Registering new thin client

Logging in to Wyse Management Suite

To log in to the management console, do the following:

1. If you are using Internet Explorer, disable the Internet Explorer Enhanced Security and the Compatibility View settings.

2. Use a supported web browser on any machine with access to the internet, and access the private cloud edition of the
Wyse Management Suite from https://<FQDN>/ccm-web. For example, https://wmsserver.domain.com/ccm-web, where,
wmsserver.domain.com is the qualified domain name of the server.

3. Enter your user name and password.

4. Click Sign In.

Functional areas of management console

The Wyse Management Suite console is organized into the following functional areas:

About this task

The Dashboard page provides information about each functional area of the system.

e The Groups & Configs page employs a hierarchical group policy management for device configuration. Optionally,
subgroups of the global group policy can be created to categorize devices according to corporate standards. For example,
devices may be grouped based on job functions, device type, bring-your-own-device, and so on.

e The Devices page enables you to view and manage devices, device types, and device-specific configurations.

e The Apps & Data page provides management of device applications, operating system images, policies, certificate files,
logos, and wallpaper images.

e The Rules page enables you to add, edit, and enable or disable rules such as auto grouping and alert notifications.

e The Jobs page enables you to create jobs for tasks such as reboot, WOL, and application or image policy that need to be
deployed on registered devices.

e The Events page enables you to view and audit system events and alerts.

e The Users page enables local users, and users imported from the Active Directory to be assigned global administrator, group
administrator, and viewer roles to log in to Wyse Management Suite. Users are given permissions to perform operations
based on the roles assigned to them.

e The Portal Administration page enables administrators to configure various system settings, such as local repository
configuration, license subscription, active directory configuration, and two-factor authentication. For more information, see
Dell Wyse Management Suite Administrator’s Guide at support.dell.com.

Configuring and managing thin clients

Configuration management—\Wyse Management Suite supports a hierarchy of groups and subgroups. Groups can be created
manually or automatically based on rules defined by the system administrator. You can organize based on the functional groups,
for example marketing, sales, and engineering, or based on the location hierarchy, for example, country, state, and city.

@ NOTE:

In the pro edition, system administrators can add rules to create groups. They can also assign devices to an existing group
depending on the device attributes such as subnet, time zone, and location.

You can also configure the following:

Installing Wyse Management Suite on private cloud 17
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e Settings or policies that apply to all devices in the tenant account which are set at the Default Policy group. These settings
and policies are the global set of parameters that all groups and subgroups inherit from.

e Settings or parameters that are configured at lower-level groups take precedence over the settings that were configured at
the parent or higher-level groups.

e Parameters that are specific to a particular device which can be configured from the Device Details page. These
parameters, like lower-level groups, take precedence over the settings configured in the higher-level groups.

Configuration parameters are deployed to all devices in that group and all the subgroups, when the administrator creates and
publishes the policy.

After a configuration is published and propagated to the devices, the settings are not sent again to the devices until the
administrator makes a change. New devices that are registered, receive the configuration policy that is effective for the group
to which it was registered. This includes the parameters inherited from the global group and intermediate level groups.

Configuration policies are published immediately, and cannot be scheduled for a later time. Few policy changes, for example
display settings, may force a reboot.

Application and operating system image deployment—Applications and operating system image updates can be deployed
from the Apps & Data tab. Applications are deployed based on the policy groups.

@ NOTE: Advanced application policy allows you to deploy an application to the current and all subgroups based on your
requirement. Operating system images can be deployed to the current group only.

Wyse Management Suite supports standard and advanced application policies. A standard application policy allows you to install
a single application package. You need to reboot the device before and after each application installation. With an advanced
application policy, multiple application packages can be installed with only two reboots. This feature is available only in the pro
edition. Advanced application policies also support execution of pre and post installation scripts that may be needed to install a
particular application.

You can configure standard and advanced application policies to be applied automatically when a device is registered with Wyse
Management Suite or when a device is moved to a new group.

Deployment of application policies and operating system images to thin clients can be scheduled immediately or later based on
the device time zone or any other specified time zone.

Inventory of devices—This option can be located by clicking the Devices tab. By default, this option displays a paginated list
of all the devices in the system. The administrator can choose to view a subset of devices by using various filter criteria, such as
groups or subgroups, device type, operating system type, status, subnet, and platform or time zone.

To navigate to the Device Details page for that device, click the device entry listed on this page. All the details of the device
are displayed.

The Device Details page also displays all the configuration parameters that are applicable to that device, and also the group
level at which each parameter is applied.

This page also enables the administrators to set configuration parameters that are specific to that device by enabling the
Device Exceptions button. Parameters configured in this section override any parameters that were configured at the groups
and/or global level.

Reports—Administrators can generate and view canned reports based on the predefined filters. To generate canned reports,
click the Reports tab on the Portal Administration page

Mobile application—Administrator can receive alert notifications and manage devices using mobile application available for the
Android devices. To download the mobile application and the quick start guide, click the Alerts and Classification tab on the
Portal Administration page.

Creating policy group and updating configuration

To create a policy and to update the configuration, do the following:

1. Log in as an administrator.
2. To create a policy group, do the following:
a. Select Groups & Configs, and click the + button on the left pane.

b. Enter the group name and description.

c. Select the Enabled check-box.
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d. Enter the group token.

e. Click Save.

3. To update or edit a policy group, do the following:
a. Click Edit Policies, and select the operating system that the policy is intended to manage.
b. Select the policies to be modified, and complete the configuration.
c. Click Save and Publish.

@ NOTE:

e For more details on various configuration policies supported by Wyse Management Suite, see Dell Wyse Management
Suite Administrator’s Guide at support.dell.com.

e You can create a rule to automatically create a group and/or assign a device to a group based on specific attributes
such as subnet, time zone, and location.

Registering new thin client

A thin client can be registered with Wyse Management Suite manually through the Wyse Device Agent (WDA). You can also
register a thin client automatically by configuring appropriate option tags on the DHCP server or configuring appropriate DNS
SRV records on the DNS server.

If you want devices in different subnets to automatically check into different Wyse Management Suite groups with multiple
subnets, use the DHCP option tags to register a thin client. For example, devices in TimeZone_A can check into ProfileGroup
configured for TimeZoneA.

If you want to enter the Wyse Management Suite server information at TLD, and if you have installed Wyse Management Suite
Pro to allow automatic group assignment based on device rules, use the DNS SRV records on the DNS server to register a thin
client. For example, if the device checks in from TimeZoneA, assign it to the ProfileGroup configured for TimeZoneA.

For the Wyse Management Suite on a private cloud with self-signed certificates, the thin clients must have the following
versions of Wyse Device Agents or firmware installed for secure communication:

Windows Embedded Systems—13.0 or later versions
Thin Linux—2.0.24 or later versions
ThinOS—8.4 firmware or later versions

You can register a device with an older version agent using HTTP URL instead of HTTPS. After the agent or firmware is
upgraded to the latest version, communication with the Wyse Management Suite will automatically switch to https.

e You can download the latest version WDA at downloads.dell.com/wyse/wda.

e For Wyse Management Suite installed on a private cloud, go to Portal Adminstration > Setup and select the Certification
Validation check box, if you have imported certificates from a certificate authority such as www.geotrust.com. This
checkbox should not be selected if you have not imported certificates from a well-known certificate authority. This option is
not available for Wyse Management Suite on a public cloud as the certificate validation in public cloud is always enabled.

Registering ThinOS device manually

To register the ThinOS devices manually, do the following:

Steps

1. From the desktop menu, go to System Setup > Central Configuration.
The Central Configuration window is displayed.

2. Click the WDA tab.
WMS is selected by default.

®| NOTE: WDA service automatically runs after the client boot up process is complete.
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B3 central Configuration X
o

Protocol Priority: | QO wpm ® wms

[ Enable Wyse Management Suite (WIMS) [" pns SRV record

Wyse Management Suite enables admins te manage
this thin client from anywhere, without requiring
the setup of file servers or configuring INI files.

"FTR (Once you have an account setup, simply enter the
(Group Registration Key for the group you would

like to register this thin client into and it will
automatically connect over the cloud!
Find out more about WMS at:

www . wysemanagementsulte.com

Group Registration Key: |defa - [defadefa

[ Enable WS Advanced Settings
WHMS Server: [https://MysQL-Server. .com:
MOTT Server: [MysaL-server _com:

[ Enable CA Validation

Figure 16. Central Configuration

Select the Enable Wyse Management Suite check box to enable Wyse Management Suite.

Enter the Group Registration Key as configured by your administrator for the desired group.

Select the Enable WMS Advanced Settings option, and enter the WMS server or MQTT server details.
Enable or disable CA validation based on your license type—public cloud or private cloud.

e Public cloud—Select the Enable CA Validation check box if the device is registered with Wyse Management Suite in
public cloud.

e Private cloud—Select the Enable CA Validation check box if you have imported certificates from a well-known
certificate authority into your Wyse Management Suite server.

@ NOTE:

For the pro cloud version of Wyse Management Suite in USA, do not change the default WMS server and MQTT server
details. For the pro cloud version of Wyse Management Suite in Europe, use the following:

e CCM Server—eul.wysemanagementsuite.com

o MQTT Server—eul-pns.wysemanagementsuite.com:1883

To verify the setup, click Validate Key. The device automatically restarts after the key is validated.

@ NOTE: If the key is not validated, verify the credentials which you have provided. Ensure that ports 443 and 1883 are
not blocked by the network.

Click OK.
The device is registered to the Wyse Management Suite console.

Next steps

For information on how to register the Windows Embedded Standard devices and the Linux devices, see Registering Windows
Embedded Device manually and Registering Linux device manually.

Registering ThinOS devices using INI files

If you want to configure the ThinOS devices using wnos.ini, or xen.ini, then the additional information can be published in the .ini
files to inform the devices to check in to a Wyse Management Suite server.

Examples:
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Example for ThinOS 8.5:
WDAService=yes \
Priority=WMS
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WMSEnable=yes \
Server=<Server URL> \
CAValidation=no \
Override=yes

e Example for ThinOS 8.4:
WDAService=yes \
Priority=CCM
CCMEnable=yes \
CCMServer=<Server URL> \
GroupPrefix=< Prefix > \
GroupKey=< Key > \
MQTTServer=<Server URL> \
Override=yes \

CAValidation=no

For more information, see the latest Dell Wyse ThinOS INI guide at support.dell.com.

@ NOTE:

e For ThinOS 8.3 (ThinOS Lite 2.3) and later versions, a WDA Service Priority command allows you to specify the

management protocol. This command is used to discover the management server.
e The CCM tags for ThinOS version 8.3, 8.4, and 8.5 are different.

Registering devices by using DHCP option tags

About this task

You can register the devices by using the following DHCP option tags:

@ NOTE:

For detailed instructions on how to add DHCP option tags on the Windows server, see Creating and configuring DHCP

option tags.

Table 2. Registering device by using DHCP option tags

Option Tag

Description

Name—WMS

Data Type—String

Code—165

Description—\WMS Server FQDN

This tag points to the Wyse Management Suite server URL. For example,

wmsserver.acme.com: 443, where wmsserver.acme.com is fully qualified

domain name of the server where Wyse Management Suite is installed. For

links to register your devices in Wyse Management Suite in public cloud, see

Getting started with Wyse Management Suite on public cloud.

@ NOTE: Do not use https:// in the server URL, or the thin client will not
register under Wyse Management Suite.

Name—MQTT

Data Type—String
Code—166
Description—MQTT Server

This tag directs the device to the Wyse Management Suite Push Notification
server (PNS). For a private cloud installation, the device gets directed to
the MQTT service on the Wyse Management Suite server. For example,
wmsservername.domain.com:1883.

To register your devices in Wyse Management Suite public cloud, the device
should point to the PNS (MQTT) servers in public cloud. For example,

US1:us1-pns.wysemanagementsuite.com

EUT.eul-pns.wysemanagementsuite.com

Installing Wyse Management Suite on private cloud
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Table 2. Registering device by using DHCP option tags (continued)

Option Tag Description

Name—CA Validation This tag is required if Wyse Management Suite is installed on your system
in your private cloud. Do not add this option tag if you are registering your

Data Type—String devices with Wyse Management Suite on public cloud.

Code—167 Enter True, if you have imported the SSL certificates from a well-known
Description—Certificate Authority authority for https communication between the client and Wyse Management
Validation Suite server.
Enter False , if you have not imported the SSL certificates from a well-known
authority for https communication between the client and Wyse Management
Suite server.
Name—GroupToken This tag is required to register the ThinOS devices with Wyse Management

Suite on public or private cloud.

Data Type—String

Code—199 This tag is optional to register the Windows Embedded Standard or ThinLinux
devices with Wyse Management Suite on private cloud. If the tag is not

Description—Group Token available, then the devices are automatically registered to the unmanaged

group during on-premise installation.

Registering devices by using DNS SRV record

DNS based device registration is supported with the following versions of Wyse Device Agent:

e \Windows Embedded Systems—13.0 or later versions
e Thin Linux—2.0.24 or later versions
e ThinOS—8.4 firmware or later versions

You can register devices with the Wyse Management Suite server if DNS SRV record fields are set with valid values.

@ NOTE: For detailed instructions on how to add DNS SRV records on the Windows server, see Creating and configuring DNS
SRV record.

The following table lists the valid values for the DNS SRV records:

Table 3. Configuring device by using DNS SRV record

URL/Tag Description

Record Name—_WMS_MGMT This record points to the Wyse Management Suite server
URL. For example, wmsserver.acme.com: 443, where
wmsserver.acme.com is fully qualified domain name of the
Record Type— SRV server where Wyse Management Suite is installed. For links
to register your devices in Wyse Management Suite in public
cloud, see Getting started with Wyse Management Suite on
public cloud.

Record FRDN—_WMS_MGMT._tcp.<Domainname>

@ NOTE: Do not use https:// in the server URL, or the thin
client will not register under Wyse Management Suite.

Record Name—_WMS_MQTT This record directs the device to the Wyse Management
Suite Push Notification server (PNS). For a private cloud
installation, the device gets directed to the MQTT service
Record Type—SRV on the Wyse Management Suite server. For example,
wmsservername.domain.com:1883.

Record FRDN—_WMS_MQTT._tcp.<Domainname>

@ NOTE: MQTT is optional for the latest version of Wyse
Management Suite.

To register your devices in Wyse Management Suite public
cloud, the device should point to the PNS (MQTT) servers in
public cloud. For example,
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Table 3. Configuring device by using DNS SRV record (continued)

URL/Tag

Description

US1—usT-pns.wysemanagementsuite.com

EU1—eul-pns.wysemanagementsuite.com

Record Name—_WMS_GROUPTOKEN
Record FRDN—_WMS_GROUPTOKEN._tcp.<Domainname>
Record Type— TEXT

This record is required to register the ThinOS devices with
Wyse Management Suite on public or private cloud.

This record is optional to register the Windows Embedded
Standard or ThinLinux devices with Wyse Management Suite
on private cloud. If the record is not available, then the
devices are automatically registered to the unmanaged group
during on-premise installation.

@ NOTE: Group Token is optional for the latest version of
Wyse Management Suite on private cloud.

Record Name—_WMS_CAVALIDATION

Record FQDN—
_WMS_CAVALIDATION._tcp.<Domainname>

Record Type—TEXT

This record is required if Wyse Management Suite is installed
on your system in your private cloud. Do not add this
optional record if you are registering your devices with Wyse
Management Suite on public cloud.

Enter True, if you have imported the SSL certificates from
a well-known authority for https communication between the
client and Wyse Management Suite server.

Enter False , if you have not imported the SSL certificates
from a well-known authority for https communication
between the client and Wyse Management Suite server.

(D|NOTE: CA Validation is optional for the latest version of
Wyse Management Suite.

Installing Wyse Management Suite on private cloud 23


TCP://US1-PNS.WYSEMANAGEMENTSUITE.COM/
TCP://EU1-PNS.WYSEMANAGEMENTSUITE.COM/

Deploying applications to thin clients

The standard application policy allows you to install a single application package and requires reboot before and after installing
each application. Using the advanced application policy, you can install multiple application packages with only two reboots. The
advanced application policy also supports execution of pre and post installation scripts that may be needed to install a particular
application. For more information, see Appendix B.

Topics:

*  Uploading and deploying ThinOS firmware image inventory
*  Creating and deploying standard application policy to thin clients

Uploading and deploying ThinOS firmware image
inventory

To add a file to the ThinOS image inventory, do the following:

Steps

1. In the Apps & Data tab, under OS Image Repository, click ThinOS.

2. Click Add Firmware File.
The Add File screen is displayed.

To select a file, click Browse and navigate to the location where your file is located.

Enter the description for your file.

Select the check box if you want to override an existing file.

Click Upload.

@ NOTE: The file is added to the repository when you select the check box but it is not assigned to any of the groups or
devices. To assign the file, go to the respective device configuration page.

o o bho

Creating and deploying standard application policy to
thin clients

To deploy a standard application policy to thin clients, do the following:
1. In the local repository, go to thinClientApps, and copy the application to the folder.

2. Ensure that the application is registered by navigating to the Apps & Data tab and selecting Thin Client under App
Inventory.

@l NOTE: The App Inventory interface takes approximately two minutes to populate any recently added programs.
3. In App Policies, click Thin Client.
4. Click Add Policy.

B. To create an application policy, enter the appropriate information in the Add Standard App Policy window.
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Add Standard App Policy .,

Puolicy Name WWES standard policy "
Group Default ol |

Task Install Application v

0S Type WES L

Application FR.IZ86.pkg (On Premises - WiN-1 =

05 Subtype Filter Mone selected A

Platform Filter Mone selected -

Installer Parameters

-@

Timeout {1 - 999 min.)

| Allow delay of policy execution @

Max Hours per Delay 1 v
Max delays 1 v @
Apply Policy Automatically | Do not apply automatically v |®

Do not apply automatically

Apphy the policy to new devices |

Apply the policy to devices on check in [ 5
| - e ——————— — ——— - R — |,3I"II:E‘| :aa.l;e

Figure 17. Add Standard App Policy

a. Select Policy Name, Group, Task, Device Type, and TC Application.

b. To deploy this policy to a specific operating system or a platform, select either OS Subtype Filter or Platform Filter.

Timeout displays a message on the client which gives you time to save your work before the installation begins. Specify
the number of minutes the message dialog should be displayed on the client.

¢. To automatically apply this policy to a device that is registered with Wyse Management Suite, select Apply the policy to
new devices from the Apply Policy Automatically drop-down list.

@ NOTE:

e The app policy is applied, when any device is moved to the defined group or registered directly to the group.
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10.
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e |f you select Apply the policy to devices on check in, the policy is automatically applied to the device at check-in
to the Wyse Management Suite server.

To allow a delay in execution of the policy, select the Allow delay of policy execution check box. If this option is selected,

the following drop-down menus are enabled:

e From the Max Hours per Delay drop-down menu, select the maximum hours (1-24 hours) you can delay execution of
the policy.

e From the Max delays drop-down menu, select the number of times (1-3) you can delay the execution of the policy.

Click Save to create a policy.

A message is displayed to allow the administrator to schedule this policy on devices based on group.
Select Yes to schedule a job on the same page.

The app/image policy job can run:

a. Immediately—Server runs the job immediately.

b. On device time zone—Server creates one job for each device time zone and schedules the job to the selected date/
time of the device time zone.

c. On selected time zone—Server creates one job to run at the date/time of the designated time zone.

b

App Policy Job

Policy Chrome for WEST E| - (D

Description

Run On selected datetime (of device time zo E|

Effective " until

Start between 12:00 E| A E to 12:00 E| A E
On day(s) sun | | mon | [ Tue | [wea| [ Thu || £n | | sat

Cancel Preview

Figure 18. App Policy Job

To create the job, click Preview and schedules are displayed on the next page.

You can check the status of the job by navigating to the Jobs page.
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Uninstalling Wyse Management Suite

To uninstall Wyse Management Suite, do the following:

1

Double-click the WMS icon.

The uninstaller wizard is initiated, and the Wyse Management Suite uninstaller screen is displayed.

Click Next. By default, the Remove radio button is selected that uninstalls all the Wyse Management Suite installer
components.
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Troubleshooting Wyse Management Suite

This section provides troubleshooting information for Wyse Management Suite.

Problems with accessing Wyse Management Suite web
console

e Problem: When you attempt to connect to the Wyse Management Suite console, authentication GUI is not displayed and an

HTTP Status 404 page is displayed.

Workaround: Stop and start the services in the following order:
1. Dell WMS: MariaDB
Dell WMS: memcached

2

3. Dell WMS: MongoDB

4. Dell WMS: Mosquitto

5. Dell WMS: Tomcat Service

e Problem: When you attempt to connect to the Wyse Management Suite console, the authentication GUI is not displayed, and

the following error message is displayed:
This page can’t be displayed
Workaround: Restart the Dell WMS: Tomcat Service

e Problem: Wyse Management Suite Web Console does not respond, or the information on the web page is not displayed
correctly when using Internet Explorer.
Workaround:
o Ensure that you are using the supported version of Internet Explorer.
o Ensure that the Internet Explorer Enhanced Security is disabled.
o Ensure that the compatibility view settings are disabled.

Registering devices with Wyse Management Suite

e Problem: Unable to register devices with Wyse Management Suite in public cloud

Workaround:
o Ensure that ports 443 and 1883 are open.

o Check your network connectivity, and access to the Wyse Management web application from the browser for public
cloud.

o If Automatic Discovery is enabled, check if DHCP or DNS SVR records are configured correctly. Also, check the server

URL and the group tokens.

o Check if you can register the device manually.

e Problem: Unable to register devices with Wyse Management Suite in private cloud.
Workaround:

o Ensure that the ports 443 and 1883 are open.
o Check the internet connectivity, and if you can access the Wyse Management web application from the browser.
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o If automatic discover is enabled, check if DHCP or DNS SRV records are configured correctly. Also, check the server
URL and the group tokens.

o Check if you can register the device manually.
o Check if you are using self-signed or well known certificates.

@ NOTE: By default Wyse Management Suite installs self-signed certificates. CA validation must be disabled for
devices to communicate with the Wyse Management Suite server.

Error while sending commands to the device

Problem: Not able to send commands such as package update, reboot to device and so on.

Workaround:
e Ensure that the Dell WMS: Mosquitto service is running on the Wyse Management Suite server.

e Check if port 1883 is open.

e Ensure that the device is not shutdown or in sleep state before sending a command.

Troubleshooting Wyse Management Suite
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Introduction to remote database

A remote or cloud database (DB) is a database that is built for a virtualized environment, such as hybrid cloud, public cloud,

or private cloud. In Wyse Management Suite, you can configure either the Mongo database (MongoDB) or the Maria database
(MariaDB) or both databases based on your requirement.

Topics:

*  Configure Mongo database
¢ Configure Maria database

Configure Mongo database

Prerequisites

Mongo database (MongoDB) operates on the Transmission Control Protocol (TCP) port number 27017.
@l NOTE: Replace any value that is boldfaced with your environment variables, as applicable.

About this task
To configure MongoDB, do the following:

Steps
1. Install the MongoDB version 3.2.9.
2. Copy the MongoDB files to your local system—cC: \Mongo.
3. Create the following directories if they do not exist:
e C:\data
e (C:\data\db
e C:\datallog
4. Go to the Mongo folder (C: \Mongo), and create a file named mongod.cfg.
5. Open the mongod. cfg file in a notepad, and add the following script:

systemLog:

destination:file
path:c:\data\log\mongod. log
storage:

dbPath:c:\data\db

Save and close the mongod. cfg file.
7. Open command prompt as an administrator, and run the following command:

mongod.exe —--config "C:\Program Files\MongoDB\Server\3.2\mongod.cfg" -install or sc.exe
create MongoDB binPath= "\"C:\ProgramFiles\MongoDB\Server\3.2\bin\mongod.exe\"--service
--config=\"C:\ProgramFiles\MongoDB\Server\3.2\mongod.cfg\"" DisplayName= "Dell WMS:
MongoDB" start="auto"

MongoDB is installed.

8. To start the MongoDB services, run the following command:
net start mongoDB

9. To start the Mongo database, run the following command:
mongo.exe

10. To open the default admin db, run the following command:

use admin;
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11. After the MongoDB sheet is displayed, run the following commands:

db.createUser (

{

user:"wmsuser",

pwd: "PASSWORD",

roles: [{role:"userAdminAnyDatabase",db:"admin"},
{role:"dbAdminAnyDatabase",db:"admin"},
{role:"readWriteAnyDatabase",db:"admin"},
{role:"dbOwner",db:"stratus"}]

}

)

12. To switch to the stratus database, run the following command:

use stratus;

13. To stop the MongoDB services, run the following command:
net stop mongoDB
14. Add an authentication permission to the admin DB. Modify the mongod. cfg file to the following:
systemLog:
destination:file
path:c:\data\log\mongod. log
storage:
dbPath:c:\data\db

security:
authorization:enabled

15. To restart the MongoDB service, run the following:
net Start mongoDB;

Next steps

In the Wyse Management Suite installer, the administrator must use the same user name and password that was created
to access the stratus databases in MongoDB. For information about setting the MongoDB on the Wyse Management Suite
installer, see Custom installation.

Configure Maria database

Maria database (MariaDB) operates on the Transmission Control Protocol (TCP) port number 3306.

About this task

@ NOTE:

e The IP address displayed here belongs to the Wyse Management Suite server that hosts the web components.
e Replace any value that is boldfaced with your environment variables, as applicable.

To configure MariaDB, do the following:

Steps

1. Install the MariaDB version 10.0.26.

2. Navigate to the MariaDB installation path—C:\Program Files\MariaDB 10.0\bin>mysgl.exe -u root -p.
3. Provide the root password which was created during installation

4. Create the database stratus—DEFAULT CHARACTER SET utf8 DEFAULT COLLATE utf8 unicode cij;.

5. Create user 'stratus'@'localhost';

6. Create user 'stratus'@'IP ADDRESS';

7. Set a password for 'stratus'@'localhost'=password ('PASSWORD') ;

8. Set a password for 'stratus'@'IP ADDRESS'=password('PASSWORD') ;

9. Provide all privilegeson *.* to 'stratus'@'lP ADDRESS' identified by 'PASSWORD' with a grant option.

Introduction to remote database
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10. Provide all privilegeson *.* to 'stratus'@'localhost' identified by 'PASSWORD' with a grant option.

Next steps

@ NOTE: To configure custom port for MariaDB, navigate to C: \Program Files\MariaDB 10.0\bin>mysqgl.exe -u
root —-p -P<custom port> in the second step.

In the Wyse Management Suite installer, the administrator must use the same user name and password that was created to
access the stratus databases in MariaDB. For information about setting the MariaDB on the Wyse Management Suite installer,
see Custom installation.
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Custom installation

In custom installation, you can select a database to set up Wyse Management Suite, and you must know the basic technical

working knowledge of Wyse Management Suite. Dell recommends custom installation only for advanced users.

1. Select the Setup Type as Custom, and click Next.

Dell Wyse Management Suite 1.1

@ Wyse Management Suite Installer -

v/ Welcome Setup Type
Setup Type
 Typical
Configuration Reguires minimum user interaction.
Installs embedded databases.
Destination
© Custom
Summary Requires maximum user interactions.

Recommended for advanced users.
Install

© Installation Guide Back “

Figure 19. Setup type

The Mongo Database Server page is displayed.
2. Select either Embedded MongoDB or External MongoDB as the Mongo database server.

e |f Embedded MongoDB is selected, then provide your password, and click Next.

@ NOTE: User name and database server details are not required if the Embedded Mongo database is selected, and

the respective fields are grayed out.

Custom installation
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Wyse Management Suite [nstaller

Mongo Database Server

v/ Welcome
v Setup T
S @ Embedded MongoDB
Configuration € External MongoDB
Destination
Database Name Database Server
Summary stratus localhost
Install Username Password Confirm Password

stratus | |

@ Installation Guide | Back |

Figure 20. Mongo Database Server
e |f External MongoDB is selected, then provide user name, password, database server details, and the port details, and

click Next.
®|NOTE: The port field populates the default port which can be changed.

Wyse Management Suite |nstaller

7 Ol Mongo Database Server
v Setup T
e © Embedded MongoDB
Configuration @ External MongoDB
Destination
Database Name Database Server Port
Summary stratus | localhost | |
Install Username Password
stratus | | |
© Instaliation Guide ‘ Back ‘

Figure 21. Mongo Database Server
The MariaDB Database Server page is displayed.
3. Select either Embedded MariaDB or External MariaDB as the MariaDB database server.

e |f Embedded MariaDB is selected, provide user name and password, and click Next.
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Wyse Management Suite Installer

v Welcome

v Setup Type
Configuration
Destination
Summary

Install

@ Installation Guide

MariaDB Database Server

& Embedded MariaDB
¢ External MariaDB

Database Name Database Server

‘ stratus ‘ localhost

Username Password

Confirm Password

‘ stratus |

‘ Back ‘

Figure 22. MariaDB Database server

If External MariaDB is selected, provide user name, password, database server details and the port details, and click

Next.

The port field populates the default port which can be changed.

Wyse Management Suite Installer

v’ Welcome

v’ Setup Type
Configuration
Destination
Summary

Install

@ |Installation Guide

MariaDB Database Server

€ Embedded MariaDB

@ External MariaDB

Database Name Database Server

Port

stratus | localhost

Username Password

stratus | |

‘ Back ‘

Figure 23. MariaDB Database server
4. The Port page is displayed which allows you to customize the ports for the following databases:

Apache Tomcat
MySQL database
Mongo database
MQTT v3.1 Broker
Memcached

Custom installation
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@ Wyse Management Suite Installer

Port selection

v Welcome
v E .
EEBRES Please select the port numbers to be used with the following:
Conﬂgumhon Apache Tomcat \I|
Destination MySQL database O |
Mongo database
Summmary ng I
MQTTv31Broker [ ww |
Install Memcached \:|

© |Installation Guide ‘ Back ‘“

Figure 24. Port Selection

@ NOTE: Wyse Management Suite uses the Maria database and Mongo database for the following:
Maria database—Relational database for data that requires well-defined structure and normalization

Mongo database—No-SQL database for performance and scalability

To complete the installation, follow the steps in the section Installing WMS on-premise and initial setup.
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Wyse Management Suite feature matrix

The following table provides information about the features supported for each subscription type:

Table 4. Feature matrix for each subscription type

Features

Wyse Management
Suite Standard

Wyse Management
Suite Pro-private cloud

Wyse Management Suite
Pro-cloud edition

Highly scalable solution to manage thin
clients

Free up to 10,000
devices

50,000 devices and more

1 million devices and more

based on device attributes

License key Not required Required Required
Group based management Supported Supported Supported
Multi-level groups and inheritance Supported Supported Supported
Configuration policy management Supported Supported Supported
Operating system patch and image Supported Supported Supported
management

View effective configuration at device Supported Supported Supported
level after inheritance

Application policy management Supported Supported Supported
Asset, inventory and systems Supported Supported Supported
management

Automatic device discovery Supported Supported Supported
Real-time commands Supported Supported Supported
Smart scheduling Supported Supported Supported
Alerts, events and audit logs Supported Supported Supported
Secure communication (HTTPS) Supported Supported Supported
Manage devices behind firewalls Limited* Limited* Supported
Mobile application Not supported Supported Supported
Alerts using email and mobile application | Not supported Supported Supported
Scripting support for customizing Not supported Supported Supported
application installation

Bundle applications to simplify Not supported Supported Supported
deployment and minimize reboots

Delegated administration Not supported Supported Supported
Dynamic group creation and assignment | Not supported Supported Supported

Wyse Management Suite feature matrix
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Table 4. Feature matrix for each subscription type (continued)

Features Wyse Management Wyse Management Wyse Management Suite
Suite Standard Suite Pro-private cloud | Pro-cloud edition

Two-factor authentication Supported Supported Supported

Active directory authentication for role | Not supported Supported Supported

based administration.

Multi-tenancy Not supported Supported Supported
Enterprise grade reporting Not supported Supported Supported
Multiple repositories Not supported Supported Supported
Enable/disable hardware ports on Not supported Supported Supported

supported platforms

BIOS configuration on supported Not supported Supported Supported
platforms

@ NOTE: *The asterisk indicates that you can manage the devices by using Wyse Management Suite only in a secure firewall
work environment. You cannot manage thin clients beyond the purview of the firewall settings.
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Supported thin clients on Wyse management

The following table lists the supported thin clients on Wyse Management Suite:

Table 5. Supported thin clients

Suite

Operating System Device Type Build number

Linux Wyse 5010 thin client 11.3.106
Wyse 7010 thin client WDA version 2.0.11-00.1 and later
Wyse 5020 thin client Platform utility version 1.0.3-0.1 and later
Wyse 7020 thin client

ThinLinux Wyse 5020 thin client 1.0.3

Wyse 5060 thin client
Wyse 7020 thin client
Wyse 3030 LT thin client
Wyse 3040 thin client

WDA version 2.0.24-00.01 and later

Platform Utility version 1.0.12-03 and
later

Windows Embedded Standard 7 (WES?7)

Wyse 5010 thin client
Wyse 7010 thin client
Wyse 5020 thin client
Wyse 7020 thin client
Wyse 3030 thin client
Wyse 7010 Extended thin client

895
WDA versions 14.x and later.

merlin version 3.4.6 and later

Windows Embedded Standard 7P
(WES7P)

Wyse 5010 thin client
Wyse 7010 thin client
Wyse 5020 thin client
Wyse 7020 thin client
Wyse 7010 Extended thin client

896
WDA versions 14.x and later.

merlin version 3.4.6 and later

Wyse 7040 thin client

7020
WDA versions 14.x and later.

merlin version 3.4.6 and later

Latitude 3460 mobile thin client

7041
WDA versions 14.x and later.

merlin version 3.4.6 and later

Latitude E7270 mobile thin client

7010
WDA versions 14.x and later.

merlin version 3.4.6 and later
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Table 5. Supported thin clients (continued)

Operating System

Device Type

Build number

Wyse 5060 thin client

7038
WDA versions 14.x and later.

merlin version 3.4.6 and later

Windows 10 IoT Enterprise (WIE10)

Wyse 5020 thin client
Wyse 7020 thin client
Latitude 3480 mobile thin client
Latitude 5280 mobile thin client

OAOQOF
WDA versions 14.x and later.

merlin version 3.4.6 and later

Windows Embedded 8 Standard (WE8S)

Wyse 5010 thin client
Wyse 7010 thin client
Wyse 5020 thin client
Wyse 7020 thin client

924
WDA versions 14.x and later.

merlin version 3.4.6 and later

ThinOS

Wyse 5040 AIO
Wyse 3010 thin client
Wyse 3020 thin client

Wyse 5010 thin client (ThinOS, PCOIP)

Wyse 7010 thin client
Wyse 3030 LT thin client
Wyse 5060 thin client
Wyse 3040 thin client

8.3 HF, 8.4

Firmware version 8.4_009
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Creating and configuring DHCP option tags

About this task
To create a DHCP option tag, do the following:

Steps

1. Open the Server Manager.

2. Go to Tools and click DHCP option.

3. Go to FQDN > IPv4 and right-click IPv4.

F DHCP
File  Action  ‘iew Help

= 5 d=HE &

? EEHCP Option Mame Wendaor Walue Policy Mame
v j - rom =] 003 Router Standard Maone
v b INSS Standard M

v @ Display Statistics.., EreErs andar ane
JMSE Dornain Marne Standard Mone
Mew Scope... Joot Server Host Mame  Standard Mone
Mew Superscope.., Footfile Mame Standard Booth:Bey Mane
Mewy Multicast Scope..,
- Configure Failover...
B Replicate Failover Scopes...
2 # Define User Classes...
LY

Define Wendar Classes..
Recancile All Scopes..,
Set Predefined Options,.,
Refresh

Properties

Help

Figure 25. DHCP

4. Click Set Predefined Options.
The Predefined Options and Values window is displayed.

Creating and configuring DHCP option tags

From the Option class drop-down menu, select the DHCP Standard Option value.
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Predefined Options and YWalues ? =

Cption class:
O ption narme: IEIEIE Time Offzet ﬂ
Add.. Edt.. | Deete |
D escription: IUTE offset in seconds
—Yalue
Long:
0«0

| k. I Cancel

Figure 26. Predefined Options and Values

6. Click Add.
The Option Type window is displayed.

Option Type ? >

Clazs: [Global

M ame: I

Data bype: I String ;I v Aray

Code: I

Description: I

] I Cancel

Figure 27. Option Type
Example
The options need to be either added to the server options of the DHCP server or scope options of the DHCP scope.
Configuring the DHCP option tags
e To create the 165 Wyse Management Suite server URL option tag, do the following:

1. Enter the following values and click OK.
o Name—WMS
o Data type—String

o Code—165
o Description—WMS_Server

2. Enter the following value and then click OK.
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String—WMS FQDN

For example, WMSServerName.YourDomain.Com:443.

Predefined Options and Walues

it

Option class: IDHEF‘ Standard Options ;I
Option name: I'IEE WS LI
Add. Delete |

D escription: IWM 5_Server
—Walue

String:

w55 ervertl ame. Y ourD omain. Com: 449

] I Cancel

Figure 28. 165 Wyse Management Suite server URL option tag

e To create the 166 MQTT server URL option tag, do the following:

1. Enter the following values and click OK.
o Name—MQTT
o Data type—String
o Code—166
o Description—MQTT Server
2. Enter the following value and click OK.

String—MQTT FQDN

For example, WMSServerName.YourDomain.Com:1883

Creating and configuring DHCP option tags
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Predefined Options and Yalues ? >

Option clags: IDHI:F' Standard Optionz LI
Option nanme: |1EE FMATT Serer LI
Add. Edt.. |  Deete |
D ezcription: IME!TT Server
—Walue
String:

"w'h 55 ervert ame. Y ourD omain. Com: 1859

k. I Cancel

Figure 29. 166 Wyse Management Suite server URL option tag
e To create the 167 Wyse Management Suite CA Validation server URL option tag, do the following:
1. Enter the following values and click OK.
o Name—CA Validation
o Data type—String
o Code—167
o Description—CA Validation
2. Enter the following values, and click OK.

String—TRUE/FALSE
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Drezcription:

Fredefined Options and Yalues

? >

Option clags: IDHI:F' Standard Optionz

=
| 167 Ca alidation Ea

Option nanme:

Edt. |  Delete |

|m Yalidation

—alue

String:

|FﬂLS gl

k. I Cancel

Figure 30. 167 Wyse Management Suite server URL option tag
e To create the 199 Wyse Management Suite Group Token server URL option tag, do the following:

1. Enter the following values and click OK.
o Name—Group Token

Data type—String
Code—199

o Description—Group Token

2. Enter the following values and click OK.

String—defa-quarantine

Creating and configuring DHCP option tags
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Fredefined Options and Yalues

? >

Option clags: IDHI:F' Standard Optionz LI
Option nanme: |1E|E| Group token key LI
Add.. Ed... Delete |

Crescriptian: IGru:uup token key
—Walue

String:

defa-quarantine

k. I Cancel

Figure 31. 199 Wyse Management Suite server URL option tag
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Creating and configuring DNS SRV records

About this task

To create a DNS SRV record, do the following:

Steps

1. Open the Server Manager.
2. Go to Tools and click DNS option.

3. Go to DNS > DNS Server Host Name > Forward Lookup Zones > Domain > _tcp and right-click the _tcp option.

é DMS Manager

File  Action ‘Wiew Help
e i@ XEBd=EBm § 86

Other Mew Records..,
Wi ¥

Delete
Refresh
Export List..,

Help

Figure 32. DNS Manager

4. Click Other New Records.
The Resource Record Type window is displayed.

B. Select the Service Location (SRV), click Create Record, and do the following:

Creating and configuring DNS SRV records

H_?E. [ENS Mame Type Data Titmestarnp
v 'ﬂ o dLookun 7 E_gc Service Location (SRV) [Q1(100][3268] . 10-08-2017 19:30:00
M f“"’ard Dokup cones E _kerberas Service Location (SRY) [][100][28] 10-08-2017 19:30:00
> & mmsdcs. Bl kpasswd Service Location (SRY) [0][100][464] 10-08-2017 19:20:00
~ [
L;J = msdcs Efldap Service Location {SRV) [Q1(100)[389] 10-08-2017 19:30:00
5 L sites E_WDMSeNice Service Location (SRV) [araa static
[ te~
s O _ud Mew Host (& or ARS8,
5> Do Mew Alias (CHAMED..,
_?  Fan Mews Mail Exchanger (M.,
’ J Reverse !‘c Mew Domain..,
» | Trust Poin
» =] Condition Mewr Delegation..,
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Resource Recard Type

Select a resource record bype:

Fiouke Through (BT

Service Locakion [SRY)

Signature (31G)

Texk {THT)

el Known Services (WS
wes

Descripkion:

Service (SR record, Allows administrators ko use several servers
For a single DMS domain, to easily move a TCPJIP service From one
hiost ko another host with administration, and to designate some
service provider hosts as primary servers for a service and other
hosts as backups, DMS clients that use a SRY-tvpe query ask Far a
specific TCPSIP service and protocol mapped to a specific DS
domain and receive the names of any available servers, (RFC 2052)

Create Recard. .. Cancel

Figure 33. Resource Record Type

To create Wyse Management Suite server record, enter the following details and click OK.

Service—_WMS_MGMT

Protocol—_tcp

Port number—443

Host offering this service—FQDN of WMS server
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Mew Resource Record >

Service Location [SAY]

Domain: |_ |
Service: |_wMS_MGMT v|
Frotocol; |_t|:|:| o |
Friority: I:I
Wiegight: I:I
Fart number:

Huost offering thiz service:
|FuDN of WS servel

[ ] &llow ary authenticated user to update all DMS records with the zame
name. Thiz zetting applies only to DMS records for a new name.

Cancel Help

Figure 34. _WMS_MGMT service

b. To create MQTT server record, enter the following values, and then click OK.
e Service—_WMS_MQTT
e Protocol—_tcp

e Port number—1883

e Host offering this service—FQDN of MQTT server
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Mew Resource Record >

Service Location [SAY]

Domain: | |
Service: |_wMS_MOTT v|
Frotocol; |_t|:|:| o |
Friority: I:I
Wiegight: I:I
Fart number:

Huost offering thiz service:
|FuDN of MOTT served

[ ] &llow ary authenticated user to update all DMS records with the zame
name. Thiz zetting applies only to DMS records for a new name.

Cancel Help

Figure 35. _WMS_MQTT service

6. Go to DNS > DNS Server Host Name > Forward Lookup Zones > Domain and right-click the domain.
7. Click Other New Records.
8. Select Text (TXT), click Create Record, and do the following:
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Resource Record Type >

Select a resource record bype:

Route Through (RT) ~
Service Location (SRY)
Signature (531G

el Known Services (W)
R b

Description:

Texk (T¥T) record. Holds a string of characters that serves as
descriptive kext ko be associated with a specific DNS domain name,
The semantics of the actual descriptive texk used as data with this
record byvpe depends on the DNS domain where these records are
lacated. (RFC 1035)

I Create Record. .. Cancel

Figure 36. Resource Record Type

a. To create Wyse Management Suite Group Token record, enter the following values, and click OK.
e Record name— _WMS_GROUPTOKEN
o Text—WMS Group token
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Mew Resource Record >

Text [THT)

Record name [uses parent domain if left bBlank]:
|_WMS_GFIEILIF'TEIKEN |

Fully qualified domain name [FADM:
|_WMS_GFHIILIF'TEIKEN._ |

Text:
w5 Group toker]

Corcel

Figure 37. _WMS_GROUPTOKEN record name

b. To create Wyse Management Suite CA validation record, enter the following values, and then click OK.

e Record name—_WMS_CAVALIDATION
o Text—TRUE/FALSE
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Mew Resource Record >

Text [THT)

Record name [uses parent domain if left bBlank]:
|_WMS_E.WALIDATIDN |

Fully qualified domain name [FADM:
|_WM S_CAVALIDATION, |

Text:
False|

Corcel

Figure 38. _WMS_CAVALIDATION record name
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Creating and deploying advanced application
policy to thin clients

About this task
To deploy an advanced application policy to thin clients, do the following:

1. Copy the application and the pre/post install scripts (if necessary) to deploy to the thin clients in the thinClientApps
folder in the local repository or the Wyse Management Suite repository.

2. Go to Apps&Data > Applnventory and select Thin Client to verify if the application is registered.
3. Click Thin Client under App Policies.
4, Click Add Advanced Policy.

Dashboard Groups & Configs Devices Apps & Data Rules Jobs Events Users Portal Administration
Apps & Data — Thin Client App Policies — Q
App Inventory

Add Advanced App Policy

Mobile

Policy Name WES
Thin Client
Group Default Policy Group~~ ~ | *
App Policies
Sub Groups Include All Subgroups
Mobile
Task Install Application ¥
03 Type WES v
0S Image Repository
Application Add app
WES / ThinLinux
Apps (Applied in the order shown.) Pre-Install Post-Install Install Parameters Reboot
ThinOS
0S Image Policies Enable app dependency @
W T 0S Subtype Filter None selected -
Platform Filter None selected -
File Repository
Timeout (1 - 999 min) 2 -@
Invertory
@ Allow delay of policy execution @
Max Hours per Delay 1 v
Max delays 1 v @
Apply Policy Automatically | Apply the policy o new | ®
Cancel
Terms & Conditions  Privacy Policy  About English (US) v

Figure 39. Add Advanced Policy
5. To create a new application policy, do the following:

a. Enter a Policy Name, Group, Task, and Device Type.

b. Click Add app, and select one or more applications under TC apps. For each application, you can select a pre and
post install script under Pre-Install, Post-Install, and Install Parameters. |f you want the system to reboot after the
application is successfully installed, select Reboot.

¢. If you want this policy to be applied on all subgroups, select Include All Subgroups.

d. If you want to deploy this policy to specific operating system or platform, select OS Subtype Filter or Platform Filter.
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e. Timeout displays a message on the client which gives you time to save your work before the installation begins. Specify
the number of minutes the message dialog should be displayed on the client.

f. If you want to automatically apply this policy to a device that is registered with Wyse Management Suite and belongs
to a selected group or is moved to a selected group, select Apply the policy to new devices from the Apply Policy

Automatically drop-down list..

NOTE: If you select Apply the policy to devices on check in, the policy is automatically applied to the device at

check-in to the Wyse Management Suite server.

6. To allow delay in execution of the policy, select the Allow delay of policy execution check box. If this option is selected,
the following drop-down menus are enabled:

e From the Max Hours per Delay drop-down menu, select the maximum hours (1-24 hours) you can delay the policy

execution.

e From the Max delays drop-down menu, select the number of times (1-3) you can delay execution of the policy.

7. To cancel the application policy at first failure, select Enable app dependency. If this option is not selected, failure of an

application affects the policy execution.

8. To create a new policy, click Save. A message is displayed to allow administrators to schedule this policy on devices based
on the group. Select Yes to schedule the application policy for devices immediately or at a scheduled date and time on the

App Policy Job page.

App Policy Job

Policy

Description

Run
Effective

Start between

On day(s)

Figure 40. App Policy Job

The app/image policy job can run:

Chrome for WEST I:

F )
©

On selected date/time (of device time zo E|

until
12:00 E AM E to | 1200 E| AM  |w
Sun Mon Tue Wed Thu . Fri Sat

a. Immediately—Server runs the job immediately.

b. On device time zone—Server creates one job for each device time zone and schedules the job to the selected date/

time of the device time zone.

Cc. On selected time zone—Server creates one job to be run at the date and time of the designated time zone.

9. Click Preview and schedule on the next page to create the job.

10. You can check the status of the job by navigating to the Jobs page.

Creating and deploying advanced application policy to thin clients
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Registering Windows Embedded Standard

device manually

Windows Embedded Standard devices can be registered manually by launching the WDA Ul icon on the taskbar.

1

Select Wyse Management Suite-WMS as the management server.

2. Enter an appropriate tenant and group name. If this field is left blank, devices are registered to an unmanaged group.

3.

56

(Optional)

Click Register.

I'_')
DL vee Device Age
( Wyse Device Agent

Registration Device registration
Support

Select management server

About Wyse Management Suite - WMS v

Server settings

hdanagement Server Part

Tenant Group

“If the tanant and growp is smpsy, the devica will gat
registered to unmanaged group

Validate Server Certificats CA: m |

¥4 ot Registered

Figure 41. Device registration

Registering Windows Embedded Standard device manually
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Registering Linux device manually

Linux devices can be registered manually by launching the WDA Ul icon from System Settings.

1. Enter the WMS Server details.
2. Enter an appropriate tenant and group name. If this field is left blank, devices are registered to an unmanaged group.
(Optional)

3. Click Register.

The device is registered to the Wyse Management Suite console.

System Settings

Management Wyse Davice Agent (WMS)

Configuration

Versian: 2.0.24-00.01

IMI WS Sarvar

Wyse Device Agent Group Token

SCEP

Valldate server Cerlificate CA ExD
Logs and Teols

Registration Status €9 Not Registered
HAgent

Figure 42. Device registration
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Terms and definitions

The following table lists the terms used in this document and their definitions:

Table 6. Terms and definitions

Terminology

Definition

Private cloud

Wyse Management Suite server installed on the cloud that is
private to your organization’s datacenter.

WDA

Wyse Device Agent which resides in the device and acts as an
agent for communication between server and client.

Local repository

Application, operating system image, and file repository that is
installed by default with the Wyse Management Suite server.

Remote repository

Application, operating system image, and file repositories that
can be optionally installed for scalability and reliability across
geographies to transfer content.

Public cloud

Wyse Management Suite hosted on a public cloud with the
convenience and cost savings of not having to set up and
maintain the infrastructure and software.

Add-on/App

Any component or package that is not a part of the base build
and is provided as an optional component. The component or
package can be deployed from the management software.

For example — Latest connection brokers from VMware and
Citrix

On-premise

Wyse Management Suite server installed on-premise that is
private to your organization's datacenter.

Tenant

A group of users who share a common access with specific
privileges to the Wyse Management Suite.

It is a unique key assigned to specific customers to access the
management suite.

Users

Users can be local administrators, global administrators
and viewers. Group users and users imported from Active
Directory can be assigned global administrator, group
administrator, and viewer roles to log in to the Wyse
Management Suite. Users are given permissions to perform
operations based on roles assigned to them.
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